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An unsecured Oracle database can have a devastating effect on your company's reputation. This document will provide real world techniques that will secure every aspect of your Oracle database and the data it contains
Oracle Binaries

The Oracle Binaries must be protected to ensure that only privileged users can execute the programs.  To ensure people cannot maliciously use Oracle binaries the SUID flag should not be set.  This flag instructs the OS to execute the file as the owner of the file regardless of who executes it.
In addition to securing executables the log files generated from the database can provide valuable information that aid someone trying to steal sensitive data.  These files should also be protected.  To protect this data the umask feature should be used to restrict access to files that are being generated by the Oracle server. The umask feature sets the default permissions for files created in specific directories. The following directories should be restricted.
· User Dump Destination

· Background Dump Destination

· Audit Dump Destination

· Audit trails

· rdbms log directories.
It is also recommended the SQLPLUS is secured so it cannot host out to the operating system. To disable this feature you must insert a row into the SQLPLUS_PRODUCT_PROFILE table.

Listener

The Listener is the single point of failure for any database and is susceptible to denial of service attacks.  The Oracle Listener should be configured to require a password

Changes to the listener should also be restricted.  To restrict changes to the listener online the variable ADMIN_RESTRICTIONS_LISTENER should be set to ON in the listener.ora file.  Once this change is made all changes must be made to the listener.ora file.  You should always monitor the listener.log on a daily basis for suspect activity.
As a best practice it is also recommended that only specific servers be allowed to connect to the database.   In the listener.ora you can list the nodes that are allowed to connect and using the tcp.invited_nodes parameter.  You can  also list the nodes that are prohibited from connecting using the tcp.exluded_nodes parameter. 

There are also tools available to verify if your listener is secure.  The most popular is http://www.integrigy.com/security-resources/whitepapers/lsnrcheck-tool/view
Authorization

 Another way hackers gain access to your database is by logging in using default  passwords.  Oracle creates many default accounts during the installation process.  There are many resources available that will help to identify default passwords and then change them.  Two great resources are
· MetaLink ID 340009.1 – default password check for common users.

· http://www.petefinnigan.com/default/default_password_checker.htm
If you cannot remove the default accounts they should at a minimum be locked to ensure users cannot login to the database with them.  The following accounts should be locked and removed if possible:

· dbsnmp

· dmsys

· mdsys

· ordsys

· outln

SYSDBA logins should also be limited.  A password should be required for users that are part of the DBA group.  To require users to enter a password when connecting as SYSDBA the sqlnet.ora file must be edited with the following information:
SQLNET.AUTHENTICATION_SERVICES=(NONE)

User can also authorize themselves using OS authentication mechanisms.  This should be tightly controlled and the prefix should never be set to null.  In addition remote OS authentication should never be enabled.  This would allow users on any server to create an OS account and then have access to DB if matching DB account exists without password authentication. 
Privileges

The type of privileges granted to users should also be closely controlled.  Users rarely if ever need privileges such as “drop any table”.  Review privileges granted to all users and remove any privilege that is not needed to perform their job.
The database should also be monitored for privilege escalation.  Escalation occurs when injection is combined with create or execute any privileges. The “any” privileges should never be granted.  It is very important that this is audited and monitored to ensure it can be address in a timely manner.
To ensure the minimum set of privileges is grated to perform a specific business need, roles should be used to separate the owner of the tables and users that access the system.  Each role should represent a specific type of business user.  In addition only the minimal privileges required for each role to perform the function.  Start with no privileges, increase privileges only until the operation can be performed and stop.

Auditing

Another key aspect of Oracle security is auditing activity on the database.  Oracle provides comprehensive auditing of user activity.  Audit data can be captured in DB, Text file or XML File.  It is controlled by init.ora parameter audit_trail

At a minimum the recommended audit information 

· Session Creations 

· Grants of Privileges

· Changes to Auditing

· Access to the audit trail and updates to audit trail

SYS should also be audited, standard auditing does not capture SYS.  To do so set audit_sys_operations=TRUE.  

Ensuring the audit data is not tampered with is also very important. Monitor access to audit tables and also move audit data to secondary source with restricted access.

Injection

Databases should also be protected from both SQL Injection and PL/SQL Injection.

SQL Injection occurs when additional sql is passed into a dynamically generated sql statement sent by the application.  It can be greatly reduced by using of bind variables.

PL/SQL Injection occurs when stored procedures included by Oracle or created by developers allow arbitrary sql to be executed.

Protecting Data Outside Production

Data in Development and QA should also be protected if they are copies of production data.  Sensitive data must be cleansed when moving data to environments with less stringent access controls.

Backups are also one of the most vulnerable spots where data can be stolen.  It is recommended that RMAN be used to encrypt backups transparently and unencrypted backups should never be sent offsite.  It is very easy for someone to load the data into an existing database and read the information.

The practices listed in this paper are basic security steps that can ensure your database is protected from both external and internal threats.
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